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What is a .
Web3 ID?

A simpler and safer way to own
and control your digital identity
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A Web3 ID refers to the way people or entities are identified and authenticated while using the
next-generation Internet known as Web3, currently under development.

With Web3, people will have greater control over their digital identities and personal data assets.
Individuals will be able to store their digital IDs and personal data in their own Web3 digital wallet

protected by cryptographic technology on the blockchain.

Why is a Web3 ID important?

Managing all of your various identities will be
simpler and safer. Today, our identities exist in
physical forms (i.e., driver’s license or passport),
as well as in digital forms (i.e., social media

username or patient ID for a health care portal).

Each of our personal, social, and legal identities
are unique — and can be challenging to track,
manage and safeguard.

With Web3 identity, your authenticated and
verified digital identity can be used for all of
your online activities. Your physical ID cards
could be issued as digital “verified credentials,”
allowing your Web3 digital wallet to be the hub
for everything.

How does it work?

A Web3 ID (also referred to as a self-sovereign
identity, or SSl) is an online, networked
representation of an individual or entity that
is registered on a “permissionless distributed
ledger” — essentially a public or private
blockchain that allows users to join an online
community, platform, service or application
without authorization.

A cryptographically-protected private key
instantly verifies the user's identity attributes
with a high level of assurance. This protects the
individual's Web3 ID data from unauthorized
access, use, disclosure or modification — user
consent is always required. Web3 |IDs are
portable and interoperable across networks,
communities, and applications.



What is Web3?

Born in the 1980s, Webl consisted of “read-only” static pages and
message boards built on an open infrastructure.

The Internet we use today. Primarily owned and controlled by big tech
companies, Web2 makes it possible to interact and transact — users
connect on social media, shop online, read news, and pay bills. A major
drawback is that companies collect and use personal data, often without
people realizing to what extent.

b3. Expected to hit mainstream adoption within 10 years, Web3 will
Web3: ) ) :
power decentralized web services and elements of blockchain.

Users will be able to navigate the web publicly or privately, control
how their personal data is used, and share information more
safely, among other benefits. Web3's open-protocol characteristics
mirror Web1 while maintaining Web2's engagement and content
creation aspects.

4 benefits of a Web3 ID

INTEROPERABILITY: think usability TRUST AND TRANSPARENCY: Web3
and convenience. You can easily enables verifiable and immutable (or
navigate Web3 apps and services unchanging) records of transactions,
without separate logins and passwords, which can help prevent fraud, phishing,
making handwritten sticky notes and and other account hacking activity.
lists a thing of the past.

— | POWERS A DECENTRALIZED WEB:
OWNERSHIP AND CONTROL.: you _@ A Web3 ID is a secure passport into
decide how your information is used emerging decentralized services,
and shared. This addresses Web2 including centralized messaging,
privacy concerns and protects against payments, lending, and more.

data breaches and cyber attacks.
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